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Minimum Standards for 
Client IT Infrastructure 
Minimum Standards for Client IT Infrastructure 
To ensure the highest level of service and support, clients must meet the following minimum standards 
for their IT infrastructure: 

1. Desktop and Laptop Computers: 

• All desktop and laptop computers must be no older than 5 years. 

• Each computer must have a current hardware warranty that covers repairs, 
replacements, and technical support for any hardware-related issues. 

2. Servers: 

• All servers must be no older than 8 years. 

• Each server must have a current hardware warranty that covers repairs, replacements, 
and technical support for any hardware-related issues. 

3. Operating Systems: 

• All operating systems installed on managed hardware must be actively supported by 
the vendor. 

• Operating systems must receive regular security updates from the vendor to ensure 
protection against vulnerabilities. 

4. Software: 

• All software installed on managed hardware must be supported by the vendor. 

• Software must be running the latest supported version to ensure compatibility, security, 
and optimal performance. 

5. Endpoint Protection: 

• All endpoints, including desktop and laptop computers, must be equipped with 
approved endpoint protection software. 

• Endpoint protection software must be regularly updated to protect against the latest 
threats. 

6. Remote Traffic Encryption: 

• All remote traffic must be encrypted to ensure the security and confidentiality of data 
transmitted over the network. 
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• Encryption protocols must meet industry standards and regulatory requirements for 
data protection. 

By adhering to these minimum standards, clients can ensure that their IT infrastructure is secure, 
reliable, and capable of receiving the highest level of support from our team. 

 


